


First Response service

Provided by Crawford

A positive claims handling experience is core to the Astaara offering

Claims Management

Claims managed by Axis 
as leaders

Legal / coverage 
matters

Provided by HFW

Support & design for 
rebuild

Provided by Astaara Risk 
Management and other 
suppliers to the insured

Dedicated Astaara/Crawford 
24/7 Hotline number:

+44 20 7781 8232

and

londonCyber@crawco.co.uk

claims@astaaragroup.com
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How Astaara can support the insured?

Key elements to claims handling
We understand and work with the approved business continuity plan of our insured

We have a panel of talent to assist the insured any where in the world whether a ship or shoreside incident which includes:

→Crawfords – hotline number

→AXIS – are the claims handler

→HFW – retained by Astaara for benefit of the Insureds

→Astaara Risk Management – we understand your cyber posture as part of the on boarding process

Key advice:

According to Microsoft (1), in 97% of cases if your security has been breached, the ‘event’ will have finished within four hours  
(and in some cases 45 minutes), and you will not be able to stop it.  

The key is to understand what has happened and what can be done to minimise business interruption, downtime, 
reputational damage and potentially negative regulatory repercussions. 

Ransomware demands can be negotiated – initially they usually require payment within 72 hours.  

Prior planning matters – the better the plan, the better the response 
1.  https://www.unitrends.com/solutions/ransomware-education
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How Astaara can support the insured during incident response

Attack 
detected 

Triage and 
report

Is  it a material 
event?

No Deal internally Close Learn Lessons

Yes Invoke incident 
response plan

Convene 
Casualty 

Response Team, 
representing all 
mgmt. interests

Identify main 
POC (usually 

CISO)

Inform insurer’s 
claims handler 
of main details 

of event, 
including 

jurisdiction, 
location of main  
crisis response

Internal team 
continues to 

manage incident 
(establish 

severity, what 
has been 
affected) 

Call received

Local Experts 
Identified for 
forensic and 

mitigation

1 hour SLA 
back to 
Insured

Establish 
interface with 

Casualty 
Response 

Team

Legal 
resource and 
PR within 12 

hours

6 hours 
technical 
resources 

Establish legal 
position

Establish 
communications 

plan

Establish 
financial loss 

and additional 
costs of 
working

Call hot line 

In first contact the insured will be required to 
provide as much information as possible – 
what has happened, when; where; how (if 

known); number of affected and who; ransom 
demand or other extortion attempt; media 
awareness; law enforcement involvement; 

extent of management awareness.  This will 
help calibrate scale of immediate response

Lead interface will work with 
insured to establish what is 

required in the short & medium 
terms; reviewing reports and 

response plans; will determine 
nature and scale of required 

technical response

Legal/ PR and adjusting resources to manage 
regulatory, HR and privacy issues; ransom legality; 
nature and extent of additional costs of working / 

business interruption / costs of reinstatement of IT 
equipment / damage to ship – as applicable to the 

terms of coverage

Dedicated 
Astaara/Crawford 
Hotline number:
+44 20 7781 8232
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FAQ in respect of vendor panel of Crawfords

1. Will Vendors always be available, or could turn down the requirement to work, and might require additional on 
boarding paper work which will bring in delay post incident response?

All of our Vendors work under a contracted framework agreement – pre approved by Insurers.  This imports the governance 
required around, capability, SLAs and rates to include arrangements for the on-boarding and delivery of services.  It is an 
introductory relationship, as such SOWs are agreed directly with the Insured Customer to whom the advice and services 
are provided – the cost of which then forms part of the claim and is recoverable per the terms and conditions of the 
Policy.  The Vendor retains the ability to turn down work on introduction – this is intentional to allow for conflict or capacity 
restraints.  This is countered as we manage an extensive Vendor Network from which alternatives can be sourced. 

2. How do Insured know they will get the service they want – ie what are the performance metrics

Our contracted terms and proactive management of any notified incident/claim ensures that response times are aligned to 
the needs of the matter 24/7/365.  We have specific performance metrics attaching to our Insurer contracted arrangements 
which in turn flow through to the management of an incident and introduction of vendors. Initial discussions with 
Crawford commence within 1 hour of notification. 

3. What is the contracting position between Astaara/Axis and the subcontractors

See the above.  Astaara/AXIS contract with Crawford to provide specific services that incorporate access to our contracted 
Vendor Network.

5



Crawford Cyber
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Crawford Cyber 
Team We provide specialist claims management services from the outset, while also being able to support any parallel 

Incident Response needs without conflict. We control costs and consistently deliver on brand promise with Crawford 
as Loss Adjuster and Incident Manager.

First Notification of Loss Claims Management Crawford Incident Mgr Specialist Provider One Global Process

Local and/or single global 
intake centre

Dedicated telephone 
number

Online reporting tool

Available 24/7/365

200 languages

Guaranteed response

Dedicated resource

Trained and experienced
team

Triage to specialists as
required

Management of claim

Global Management 
Information

Local crisis manager

Project managed approach

Expert led

Single coordinator

Selected individuals

Triage to specialists as
required

Contracted network

Extensive services range

Best-in-class

Experienced

Fast response

Completed due diligence

Timely

Consistent

Flexible

Solution driven

Global breadth

• Launched in 2015

• Innovative, first to market, mature

• Truly global, scalable

• Surge capability
(e.g. 2021 MS Exchange Vulnerability)

• Rapid growth, over 30 carriers

• Over 4000 cyber claims managed

• $750M+ indemnity spend

• $50M+ direct vendor spend

Paul Handy
Global Head of Cyber

M: +44 (0) 7827 879 187
E: paul.handy@crawco.co.uk

Key Contact:

mailto:paul.handy@crawco.co.uk


3

8

Crawford Cyber Solution
Crawford helps control indemnity spend by appointing the appropriate level of resource (Incident Manager vs. Desktop) to the
claim.

Dedicated Cyber 
Response Line

Global Call Centre
Notification via telephone, email or online 
portal. Other needs based local language

locations also available

FNOL Capture 
& Triage

Claim set up on Global Claims 
Management System

Email of notification sent to
cyberclaims@XXX.com

Local Incident Manager (IM) 
Appointed

Contact made with Policyholder 
within 1 hour

Crawford TPA / Cyber Hub
Appointed

Contact made with Policyholder
within 1 hour

Legal

IT Forensic 

Public Relations

Credit Monitoring

Specialists Appointed

May be introduced/appointed by IM
or Cyber Hub as required by

response needs

All Specialists to undertake initial 
triage and produce a documented 

record of proposed actions for
approval subject to any delegated 

arrangements in place

Corporate
Multi-National

Mid-Market 
SME

Personal Lines

Two Parallel & Complementary 
Claims Led Service Models

Global Incident Response and Loss Adjusting
Key components comprise 24/7 FNOL, access to our accredited Incident
Managers and contracted Experts. This solution is primarily positioned for the Global Corporate market or for
larger risks.

SME Incident Response and Claims Management
This model mirrors the Global Incident Response but builds in additional desktop Claims Management
capabilities delivered at a local level. In developing this solution we recognise the need for effective and
efficient response, whilst still providing access to the services needed to respond to the more complex incident.

mailto:cyberclaims@XXX.com


Control costs and consistently deliver on brand promise 
with Crawford as Loss Adjuster and Incident Manager

• Crawford’s primary role is that of a Loss Adjuster

• Our USP: We provide specialist claims management services 
from the outset, while also being able to support any parallel 
Incident Response needs without conflict

• Where required, Crawford can introduce experts from our
vendor network to provide the Insured with immediate access to 
specialist advice to assist in the management of the incident per 
their entitlement under the terms of the Policy

• All of the above is strategically managed by the Crawford Loss 
Adjuster. This ensures a level of control over the claim and costs 
from the outset, delivering effective communication and 
reporting to all stakeholders

• Crawford’s specialist expertise and experience supports the 
Insured in mitigating the incident to include containment, 
investigation and recovery phases through to resolution
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Specialist Loss Adjusters

Crawford’s primary role is that of a Loss Adjuster

Our USP: We provide specialist claims management services from the outset, while also 
being able to support any parallel Incident Response needs without conflict

Where required, Crawford can introduce experts from our vendor network to provide the
Insured with immediate access to specialist advice to assist in the management of the
incident per their entitlement under the terms of the Policy

All of the above is strategically managed by the Crawford Loss Adjuster. This ensures a
level of control over the claim and costs from the outset, delivering effective 
communication and reporting to all stakeholders

Crawford’s specialist expertise and experience supports the Insured in mitigating the
incident to include containment, investigation and recovery phases through to resolution

Blueindicatesservices performed directlyby Crawford

Crawford
Incident
Manager

First 
Notification 

of Loss

Regulatory 

Notifications

Cyber 
Extortion

IT
Forensic

Internal
Forensic Legal

Identity
Protection

Public
Relations

Forensic
Accounting

Public 
Notifications 

incl. Call 
Centre
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Managing a Successful 
Response

Crawford works with the insured to help coordinate and project 
manage the response to a cyber incident, including:

• Emergency assistance – 24/7/365 access

• Helps insured when most vulnerable

• Involving a specialist loss adjuster with experience in dealing with 
large and complex loss and claims matters

• Introduces specialist expertise to support containment, investigation, 
remediation and recovery phases

• Focus on immediate triage to produce effective discovery and 
solution plans to support, guide and assist the Insured in responding 
and ultimately restoring the business

• Pre-approved vendors – Legal, IT Forensic, Extortion and PR etc.

All of the above is undertaken with a view to mitigating the impact of 
the incident, whilst controlling cost and spend from the outset
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Specialist Cyber BI
Forensic Accounting
Services

Crawford Forensic Accounting Services (CFAS) can provide 
expert quantum services for Cyber BI (Business 
Interruption) claims ranging from small SME losses to 
multi-jurisdictional, multi-million dollar losses.

Key Features of Crawford’s Cyber BI Services

• Early appointment aligned to initial triage and discovery of
circumstances to support decision making

• Mitigation of financial risk and exposure as a core driver of our 
response model

• Specialist expertise in complex Cyber BI quantification

• Establish cause and effect between event and resulting financial 
losses

• Integrated services combined with our wider Crawford Cyber Solution

• Proven experience with true global reach

• Deploy expertise to insured and uninsured environment

66 qualified 
accountants

with
unparalleled 
language and 

cultural diversity 
supported by

the global 
Crawford 
network

Over 1M hours 
combined specialist 
forensic accounting 
experience in the 
service of insurers 
and their clients

400+ Cyber
BI claims 

experience in 
the last three 

years

Cyber BI forensic 
accounting work 
supported by the 
Crawford Cyber 

Solution currently 
rolled out to over 
30 major carriers 

worldwide



OUR PURPOSE:
To restore and enhance lives, businesses and communities

OUR VALUES: RESTORE
Respect, Empowerment, Sustainability, Training, One Crawford, Recognition, Entrepreneurial Spirit

About Crawford & Company®

For over 80 years, Crawford has led the industry through a relentless focus on people and the innovative tools that empower them.

9,000 employees | 50,000 field resources | 70 countries | $18B+ claims managed annually

LD-PH- 27.01.23
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The table identifies the 3rd parties that Crawford work with to provide  the right technical 
support at the right time

Crawford & Company 
contracts with select 

vendors to provide 
specific services and 

subject matter expertise 
as part of our incident 
management solution. 

Please speak with a 
Crawford Cyber team 
member for specific 

details on coverage within 
a given region.

Crawford & Company Vendor Network (1/3)A world class 
response 
capability IT Forensics

Geographic Coverage

US Canada LatAm EMEA Asia
Australia/Ne

w Zealand

Ankura ✓ ✓ ✓ ✓ ✓ ✓

Black Panda ✓

CCL Group ✓

Coinnect SA ✓

Crowdstrike ✓ ✓ ✓ ✓

Cyberclan ✓ ✓ ✓

Grant Thornton ✓ ✓ ✓ ✓ ✓ ✓

InfoGuard ✓

INQUEST ✓

Kroll ✓ ✓ ✓ ✓

Mandiant Consulting Services (part of Fire Eye) ✓ ✓ ✓ ✓ ✓

Northwave ✓

S-RM ✓ ✓ ✓

SecureWorks ✓ ✓ ✓

Stroz Friedberg ✓ ✓ ✓ ✓

TrueSec AB ✓

WithSecure ✓
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The table identifies the 3rd parties that Crawford work with to provide  the right technical 
support at the right time

Crawford & Company 
contracts with select 

vendors to provide 
specific services and 

subject matter expertise 
as part of our incident 
management solution. 

Please speak with a 
Crawford Cyber team 
member for specific 

details on coverage within 
a given region.

Crawford & Company Vendor Network (2/3)A world class 
response 
capability Extortion / Ransomware Negotiations

Geographic Coverage

US Canada LatAm EMEA Asia
Australia/Ne

w Zealand

Kroll ✓ ✓ ✓ ✓

Northwave ✓

S-RM ✓ ✓ ✓ ✓

Restoration & Recovery Services

Geographic Coverage

US Canada LatAm EMEA Asia
Australia/Ne

w Zealand

Fenix 24 ✓ ✓ ✓ ✓

InfoGuard ✓

Northwave ✓

S-RM ✓ ✓ ✓ ✓ ✓

Data Mining Services

Geographic Coverage

US Canada LatAm EMEA Asia
Australia/Ne

w Zealand

Ankura ✓ ✓ ✓

Integreon ✓ ✓ ✓
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The table identifies the 3rd parties that Crawford work with to provide  the right technical 
support at the right time

Crawford & Company 
contracts with select 

vendors to provide 
specific services and 

subject matter expertise 
as part of our incident 
management solution. 

Please speak with a 
Crawford Cyber team 
member for specific 

details on coverage within 
a given region.

Crawford & Company Vendor Network (3/3)A world class 
response 
capability Legal Services

Geographic Coverage*

US Canada LatAm EMEA Asia
Australia /

New Zealand

BakerHostetler Baker Law ✓

Clyde & Company ✓ ✓ ✓ ✓ ✓ ✓

CMS Cameron McKenna ✓ ✓ ✓ ✓ ✓ ✓

Dentons ✓ ✓ ✓ ✓ ✓ ✓

DLA Piper ✓ ✓ ✓ ✓ ✓ ✓

DZP ✓ ✓

HBA Legal ✓

Kennedys Law LLP ✓ ✓ ✓ ✓ ✓

Kennedy Van der Laan ✓

Norton Rose Fulbright ✓ ✓ ✓ ✓ ✓ ✓

RPC ✓ ✓

Public Relations US Canada LatAm EMEA Asia
Australia / 

New Zealand

Artemis Associates ✓ ✓

FleishmanHillard ✓ ✓ ✓ ✓ ✓ ✓

Data / Credit Reporting Services US Canada LatAm EMEA Asia
Australia / 

New Zealand

Experian ✓ ✓ ✓ ✓ ✓ ✓
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#ResilienceandRecovery
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Business conducted on behalf of Non-EEA is undertaken by Astaara Underwriting, a trading name of Astaara Underwriting UK Limited which is an appointed representative of Davies MGA Services 
Limited, a company authorised and regulated by the Financial Conduct Authority under firm reference number 597301 to carry on insurance distribution activities. Astaara Underwriting UK Limited is 

registered in England and Wales company number 12570450. Registered office at 5th Floor 20 Gracechurch Street, London, United Kingdom, EC3V 0BG.
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